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ABSTRACT 

PROBLEM In conventional portable headphone devices, the required number of different memory 
media must be carried in order to play different music data. Additionally, when saving 
(recording) music data to memory media, there is a risk of infringing copyrights. 



SOLUTION The system comprises a portable headphone device 1, and a music data distribution 

installation 2 for distributing music data to this portable headphone device, the portable 
headphone device 1 having an arrangement such as to transmit a request for music data to 
the music data distribution installation 2, receive encrypted music data in accordance with 
the request and an encryption key from the music data distribution installation, decrypt the 
encrypted music data by means of the received encryption key and play back the music 
through headphones 1 2, and the music data distribution installation 2 having an arrangement 
such as to transmit encrypted music data and its encryption key to the portable headphone 
device 1 in response to a request for music data received from the portable headphone 
device 1. 



CLAIMS 
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1 . A music data distribution service system composed of a portable headphone device and a music 
data distribution installation for distributing music data to this portable headphone device; characterized in 
that: 

said portable headphone device comprises 

a mobile telephone function portion for transmitting requests for music data to said music data 
distribution installation and receiving encrypted music data and an encryption key from the music data 
distribution installation in response to said request; 

a headphone for listening to music; 

memory media for storing the encrypted music data received through said mobile telephone 
function portion; 

a memory for storing said encryption key received through said mobile telephone function 
portion; and 

a control portion for decrypting the encrypted music data stored in said memory media by 
means of the encryption key stored in said memory and playing it in said headphones; and 
said music data distribution installation comprises 

an encrypting portion for encrypting said music data by means of a randomly selected 
encryption key; and 

a control portion for searching said music data memory in response to a request for music data 
received from said portable headphone device and outputting music data to the encrypting portion, and 
transmitting the music data encrypted at said encrypting portion and the encryption key to said portable 
headphone device. 

2. A music data distribution service system as recited in claim 1, characterized in that the structure 
is such that the memory media of the portable headphone device is not detachable from the portable 
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headphone device. 

DETAILED DESCRIPTION OF THE INVENTION 
Technical Field 

The present invention relates to a music data distribution service system comprising a portable headphone 
device having a recording function using a mobile telephone to communicate music data, and a music data 
distribution installation connected with this portable headphone device via a mobile telephone 
communication network. 

Conventional Art 

As conventional portable headphone devices, devices which play back music data stored (recorded) in 
memory media such as cassette tapes and CD's are known. The playback of different music data is 
performed by replacing the memory media. 

Problems to be Solved by the Invention 

However, in the above-described conventional portable headphone device, the required number of 
memory media must be carried in order to play different music data. 

Additionally, when the portable headphone device has a recording function, there is the risk of infringing 
copyrights when storing (recording) music data to the memory media. Therefore, the present invention 
has the purpose of offering a music data distribution service system in which there is no need to carry a 
plurality of media, new music data can be recorded and played, and there is no risk of copyright 
infringement. 

Means for Solving the Problems 

In order to achieve the above-described purpose, a music data distribution service system as recited in 
claim 1 of the present invention is a music data distribution service system composed of a portable 
headphone device and a music data distribution installation for distributing music data to this portable 
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headphone device; characterized in that said portable headphone device comprises a mobile telephone 
function portion for transmitting requests for music data to said music data distribution installation and 
receiving encrypted music data and an encryption key from the music data distribution installation in 
response to said request; a headphone for listening to music; memory media for storing the encrypted 
music data received through said mobile telephone function portion; a memory for storing said encryption 
key received through said mobile telephone function portion; and a control portion for decrypting the 
encrypted music data stored in said memory media by means of the encryption key stored in said memory 
and playing it in said headphones; and said music data distribution installation comprises an encrypting 
portion for encrypting said music data by means of a randomly selected encryption key; and a control 
portion for searching said music data memory in response to a request for music data received from said 
portable headphone device and outputting music data to the encrypting portion, and transmitting the music 
data encrypted at said encrypting portion and the encryption key to said portable headphone device. 

Due to the above-described structure, the mobile telephone function of the portable headphone device is 
used to send a request for music data to the music data distribution installation, and the music data 
distribution installation sends encrypted music data and an encryption key to the portable headphone 
device. The encrypted music data and encryption key are stored in the portable headphone device, where 
the music data is decrypted by the encryption key and played in the headphone. 

Additionally, a music data distribution service system as recited in claim 2 is a music data distribution' 
service system as recited in claim 1, characterized in that the structure is such that the memory media of 
the portable headphone device is not detachable from the portable headphone device. 

Due to the above-described structure, music data is encrypted by an encryption key that is randomly set for 
each communication, the encrypted music data and encryption key are simultaneously distributed, and the 
memory media is made impossible to detach, thereby protecting the copyrights of music data. 

Embodiments of the Invention 

Herebelow, an embodiment of the present invention shall be described based on the drawings. Fig. 1 is a 
service network diagram of a music data distribution service system composed of a portable headphone 
device and a music data distribution installation. 

In Fig. 1, 1 denotes a portable headphone device having a simple mobile telephone function (PHS) 
according to the present invention, this portable headphone device 1 using this PHS function to connect to 
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a music data distribution installation 2 via a simple mobile telephone station 3 and an integrated services 
digital network (ISDN) 4. 

The portable headphone device 1 has the above-described PHS function and a function of recording music 
data and playing it in the headphones, and is composed of a simple mobile telephone (PHS) portion 1 1, a 
headphone 12, record-play operating keys 13 for the music data, a flash memory 14, a non-detachable 
memory medium 15, an amp 16 for the headphone 12, a liquid crystal display 17, and a control portion 18 
composed a computer for integrating these controls. 

The flash memory 14 stores an encryption key (to be explained later) inputted through the PHS portion 1 1 . 
Additionally, the above-described memory medium 15 stores encrypted music data (to be explained later) 
inputted through the PHS portion 1 1 . Additionally, as operating keys 13, a record switch 13 A, a play 
switch 13B, a stop switch 13C, a display switch 13D, a delete switch 13E and a ten-key 13F including a set 
key and clear key are provided. Additionally, a request number (to be explained below) is displayed on 
the liquid crystal display 17. 

The above-described music data distribution installation 2 comprises an interface portion 21 for an ISDN 
network 4, a user identification number memory 22 for storing a user identification number, a user billing 
memory 23 for storing the fees to be billed to users, a music data memory 24 for storing a plurality of 
music data, an encryption key memory 25 for storing multiple encryption keys, a temporary memory for 
temporarily storing data, an encrypting portion 27 and an integrated control portion 28 for integrating 
these. 

The above-described encrypting portion 27 selects one encryption key randomly from among the 
encryption keys stored in the encryption key memory 25, and when music data is inputted from the music 
data memory 24, encrypts this music data with this encryption key, and stores data comprising this 
encryption key and encrypted music data to the temporary memory 26. 

The operating method of the above-described portable headphone device 1 , and the actions of the control 
portion 18 of the above-described portable headphone device 1 and the integrated control portion 28 of the 
music data distribution installation 2 at this time shall be described by following the flow charts of Figs. 2 
and 3. 



< Recording Operation> 
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First, the operations of the user shall be explained. 

When wishing to record music data, the user first operates the recording switch 1 3 A, and based on this 
operation, the telephone line is connected to the music data distribution installation 2, and when the 
connection tone is confirmed, the identification number is inputted by the ten-key 13F, after which the 
request number is inputted by the ten-key 13F. 

Next, the operations of the control portion 18 shall be explained. As described in Fig. 2, the control 
portion 18, after first confirming the operation of the recording switch 13 A of the operating keys 13 (step 
1), outputs the telephone number of the music distribution installation 2 to the PHS portion 11 and issues a 
command for transmission (step 2). 

In response to this command, the PHS portion 1 1 connects the line to the music data distribution 
installation 2, and if the connection succeeds, generates a connection tone. Upon confirming this 
connection tone, an identification number is inputted by the ten-key 13F, and a request number for the 
music data is inputted by the ten-key 1 3F. 

The control portion 17, upon confirming the operation of the ten-key 13F for the identification number 
(step 3), this operation signal is transferred to the PHS portion 1 1 (step 4), and upon confirming the 
operation of the ten-key 13F for the request number (step 5), the request number is stored to the flash 
memory 14 (step 6), and the operation signal is transferred to the PHS portion 11 (step 7). The request 
numbers are stored after appending numbers in the order of input to the flash memory 14, and perform the 
function of an index. 

The PHS portion 1 1 sends the music data distribution installation 2 data composed of an identification 
number and a music data request number. The integrated control portion 28 of the music data 
distribution installation 2, upon inputting data composed of this identification number and music data 
request number through the interface portion 21 (step 1), temporarily stores it to the temporary memory 26, 
then searches the user identification number memory 22 by the identification number to confirm the user 
(step 3), adds the fee to the user to the user billing memory 23 (step 4), and further searches the music data 
memory for the request number and sends the music data to the encrypting portion 27 (step 5). If the user 
is not able to be confirmed, the line may be cut off. 

When the music data is inputted, the encrypting portion 27 selects an encryption key at random from the 
encryption key memory 25, encrypts the inputted music data with the encryption key, temporarily stores 
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the data composed of this encryption key and the encrypted music data to the temporary memory 26, and 
outputs an encryption terminate signal to the integrated control portion 28. 

When this encryption terminate signal is inputted (step 6), the integrated control portion 28 sends the data 
composed of the encryption key and encrypted music data stored in the temporary memory 26 through the 
interface portion 21 to the connected portable headphone device 1 (step 7). After the transmission has 
been completed, the connected is cut off (step 8). The user is billed at a later date. 

Upon input of the data composed of the encryption key and the encrypted music data through the PHS 
portion 1 1 (step 8), the control portion 18 of the portable headphone device 1 stores the encryption key in 
the flash memory 14 as a group with the request number (step 9), and stores the encrypted music data to 
the memory medium 15 (step 10). 

Due to the above-described actions of the user and actions of the control portion 1 8 of the portable 
headphone 1 device 1 and integrated control portion 28 of the music data distribution installation 2, the 
user is able to record encrypted music data and an encryption key to the memory medium 15 in response to 
a request. 

< Play/Editing Actions > 

First, the operations of the user shall be described. 

When the user wishes to play music data, he/she looks at the request number displayed on the liquid crystal 
display 17, confirms whether the music data is that which he/she wishes to play, and if he/she wishes to 
play different music data, operates the display switch 13D to display the next request number. Upon 
confirming the music data he/she wishes to play, he/she operates the play switch 13B. Due to this 
operation, the music data of the request numbers displayed on the liquid crystal display 17 is played in the 
order of storage of the music data. 

If music data is to be deleted, the display switch 1 3D can be operated to call up the request number of the 
music data to be deleted onto the liquid crystal display 17, and the delete switch 13 is operated. Due to 
this operation, the encryption key of the music data with the request number displayed on the liquid crystal 
display 17 is erased, and it becomes possible to write over the encrypted music data. The request number 
can be used as a program for setting the order of play of music data. 
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Next, the actions of the control portion 18 shall be explained. As shown in Fig. 3, the control portion 17 
first sets the request number N to 1 (step 1), next confirms the operation of the display switch 13D (step 2), 
and if the operation of the display switch 13D is confirmed, adds 1 to the request number N (step 3), and if 
not confirmed, retains the request number N and displays the N-th request number stored in the flash 
memory 14 to the liquid crystal display 17 (step 4). 

Next, the operation of the play switch 13B of the operating keys 13 is confirmed (step 5), and until the 
operation of the stop switch 13C is confirmed (step 6), sequentially decrypts the encrypted music data with 
the request number N stored in the memory medium 1 5 by means of the encryption key of the request 
number N stored in the flash memory 14 (step 7), and sequentially outputs this to the amp 16 (step 8). 

The amp 16 converts the inputted music data from digital to analog and outputs the result to the headphone 
12. Additionally, if the operation of the stop switch 13C is confirmed in step 6, the output of music data 
to the amp 16 is stopped (step 9), and terminated. 

In step 5, if the operation of the play switch 13B is not confirmed, the operation of the delete switch 13E of 
the operating key 13 is confirmed (step 10). When the operation of the delete switch 13E is confirmed, 
the encryption key of the request number N stored in the flash memory 14 is deleted (step 11), and it 
becomes possible to write over the encrypted music stored in the memory medium 15 (step 12). Next, 1 
is added to the request number N (step 13), and the N-th request number stored in the flash memory 14 is 
displayed on the liquid crystal display 17 (step 14). 

When the encryption key is deleted, it becomes impossible to decrypt the encrypted music data. In step 
10, if the operation of the delete switch 13E is not confirmed, the operation of the stop switch 13C of the 
operating keys 13 is confirmed (step 15). If the operation of the stop switch 13C is confirmed, the 
process is terminated, and if not confirmed, the process returns to step 2. 

By means of the above-described operations of the user and the actions of the control portion 1 8 of the 
portable headphone device 1, it is possible to play the encrypted music data and encryption key which 
have been stored, to retrieve the music data to be played, and also to delete music data. 

As described above, according to the portable headphone device 1 and music data distribution installation 
2 of the present invention, the user uses a PHS to send a request for music data, and can obtain encrypted 
music data and an encryption key in response to the request, then listen to the music data decrypted by the 
encryption key with the headphone 12. Consequently, it is no longer necessary to carry a plurality of 
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memory media as in the past, and it is possible to make requests from a large amount of music data, so that 
there is no more need to purchase memory media each time new music data is released. 

Additionally, since the music data is encrypted with an encryption key that is randomly set at each 
transmission, the encrypted music data and encryption key are simultaneously sent to the user, and it is 
furthermore impossible to detach the memory media 15, it is possible to protect the copyrights of music 
data. 

Additionally, by using a PHS, the costs can be reduced in comparison with conventional mobile 
communications, and by using a digital format, the audio quality can be ensured of being high. 

In the present embodiment, a ten-key 13F is provided as operating keys 13, but it is also possible to use the 
dial switches of the PHS portion 11. Additionally, in the present embodiment, the PHS portion 1 1 is 
provided inside the device 1, but it is possible to construct the PHS portion 11 out of a separate mobile 
telephone, and to construct the other structural portions together as another device, such as to have an 
arrangement where this device and the mobile telephone can be connected together. 

Effects of the Invention 

As described above, according to the invention recited in claim 1, by sending a request for music data 
using a mobile telephone function to a music data distribution installation, it is possible to obtain 
encrypted music data and an encryption key in response to the request, as a result of which there is no need 
to carry around a plurality of memory media as in the past, and requests can be made from a large amount 
of music data, thereby making it unnecessary to purchase memory media each type new music data is 
issued. 

Additionally, according to the invention recited in claim 2, the music data is encrypted by an encryption 
key that is set randomly at each communication, and the encrypted music data is sent out simultaneously 
with an encryption key, and furthermore, the memory media is such as to be impossible to detach, thus 
protecting copyrights for the music. 



BRIEF DESCRIPTION OF THE DRAWINGS 
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Fig. 1 A service network diagram of a music data distribution service system according to an 
embodiment of the present invention. 

Fig. 2 A flow chart for explaining the operations of the portable headphone device and music data 
distribution installation of this music data distribution service system. 

Fig. 3 A flow chart for explaining the operations of a portable headphone device of this music data 
distribution system. 
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ftfc U ^XX h#^©W*x-^©BlF^*-;5<*N3;2 

ft. B&^t:$ftfe^*T : -^l±±«^^Bltgi$ft-£.„ 

ij ^xx s*5 s -*s£©jsj*£»jrr*:? r 

[0 0 2 7] #K«M3SBl8©lfrfN£O^TiB?l§-rS. ia 
3fC^TJ:'5(C. «WffllgBl7tt. ST'J^XX K#^-NSr 30 
HC-fe^hL Ufy^-l) . ifelC*^X-f y^l3D 

(Dm^mm-iy Uf77-2) . *^x-r->?i3D© 
»ff*st«-rst. y^xxhs^NKi smirk (x 

■^5/^-3) . fflllgT^&V><fc. U^XXhS^NSrli 

xx hm^&m^H^ssn^m^-tz (x^y?- 

4) . 

[0 0 2 8] ^(C. Sf^+— 13©S^X-f >;/?M3B©}jg 
#£fi£BL Ut7^"-5) . fltJhX-f y^lSCOttfts 
SrWIg-r^ST . 777'>a^ : EU14 40 

(ClBte^ftfcU^XX h#^N©B&-&^— (CcfcO. iats 
T15iriBtt^ftfcU ^7XX H#-5§N©fi£^-ffc;£ft 

[0 0 2 9] T>-?16\Z. >* 
-5. ift7fy5 r -6C,k!)#±^ -.y ^13C©Jftf££ 
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©*ffrW*B3ft&H<!:. »f£*-13©?N*X-f y5M3 
E©»fP*aEB-r* (Xt^^-IO) . ifiSX-f y3M3 
E ©«kfls£«BT * t . 77';->a« l J 1 4(Cffi1S$ ft 
Ti'J^XX h#^N©B^+-£ffi£b Ury7"-1 

i) . mm.^y'^Ti^zm^nrz. msitznrz^m 
7-5><D±.m$&»im£Tz> (x^-yy-i2) . #ct, 

U^XXhS^-NtCl^Jn^b (7fy7-13) . 75 
y>a«U UKEtSS ftTcNS© 'J 9 XX 
S^Ssl7^*^-rS (X^u/^-14) . 

[0 0 3 1] «F^-a»iH*5ft«t, Bf^ftSftfc* 
3S6x— ^*»K-r*;ii*tT*!a:<ft:-B. x^-^^-io 
KiJ^T. tBSx-f <y^l3E©»fp75t{|S5$tl35:Vii:. 
l»fP+— 13©fltjtX-f y^l3C©«ff*«B-r* (Xf 
^^-15) . «t±X-f y^-13C©*ff*fltB-r*t. » 
7b, «£tg£ft&^£. Xt^7"-2aIS„ 

[0 0 3 2] Jit2^ffl#©Sf^t. »§a^H7*> 
SB 1 ©{MfflgBl8©iSf£{;:J;0. EftLfcRr^flsSftfc 

[0 0 3 3] SUiffl.fcSK:. *38W©lK«fl!^5/ 

>gg i t^^x-^Em^ii 2 fc ±ft«, 

PHS SffiffibTf SSf-i'OU h*58fiU. U 

n:*i;fcii^tanfcfi*T-i'i*f 
»*ctj&«-c€r. #^=¥— iriDJSfKSftfc**?-^ 

S'Sy H7^->12TF^< it^TtS. .fc-sT. ££*© 
«t-5fc. M*©B16*5**7S#*»#&Ra«&<& 

0, Sfcl^7V:^^x-^^e.U^XXh-r-5^<t:^T? 

#. ^#$s«*ft*«fcEi**7V7'S 

[0 0 3 4] a«©!C5>^AKISB£Sftfcli|F^ 

^— ctos*^— ^38»Bff&<bSft. is^bsftfcs* 

[0 0 3 5] Sfc. PH Soffit" -5 CtlCiD. «£3t£ 

[0 0 3 6] 6:4s. **J6©»*Ttt. "ifcfl^-lStL 

T^>+— 13F£&W"T^5#. PHSSBll©^-f 7)1 

^.T«. PHSSBllS^Slrt»C^»tTt>-5*t. PH 
S«U*#a©»»«IS-C«|Js8U, ffi©«^gPSS<hs6 

^ -5 «t p &fltJ5£ t f -5 d t fe T ^ -5 . 
[0 0 3 7] 

i^mcom^ ni±m^.fz^oizm^mi^.mco9tmiz 
b z^m^-fftzmmm^m-tz cttiD, u^x 
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[0 3] ra**^— *e«-y— tfx->x5 i Ao«»ffl's 
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